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Abstract. A number of researchers have observed that ubiquitous applications
pose new challenges to usability because their locus of interaction has moved
away from the traditional computer desktop and been distributed through the
everyday world. We argue that the distributed nature of ubicomp infrastructure
also poses interaction challenges. Ubicomp systems are made up of collections
of components only some of which the user may have access to or be able to
control. We propose a solution to this problem based on architectural reflection,
essentially making aspects of a system’s architecture visible in its interaction
model, an approach we label “technical translucence.” We present a case study
in which architectural reflection is used to give insight into and control over
privacy in a distributed, location-based system.

Introduction

Consider driving a car: the sound of the engine, the movement through the landscape,
the feel of the brakes, and the resistance in turning the steering wheel all provide
valuable cues to guide you in using the car. If the car breaks down, the hood can be
opened and the mechanics are available for anyone to see (if not to entirely under-
stand.) Even before this happens, the noise from the engine, or the smoke, or the fact
that nothing lights up when turning the key will tell something about what is wrong.
In important ways, a car is not invisible to its user, and the ways in which it is visible
and accessible are an important part of how it is used. Drawing on the work of Erick-
son and Kellogg [2000], we call this property “translucence;” the way the system op-
erates provides a partial view into its structure.

By way of contrast, consider next the poor user of a prototypical ubiquitous sys-
tem: it is highly dynamic and distributed, and encompasses many devices, some
known to the user and some not, all or most of which are connected with wireless or
otherwise invisible connections, and which in turn rely on a complex and hidden in-
frastructure. It is not even clear exactly how to determine when a device is part of a
system, or if the notion of a system applies at all. How, then, does its user stand a
chance of knowing what is going on?
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One line of argument is that people don’t need to know what is going on because
systems that can automatically infer people’s intent can always respond appropriately.
Another line of argument is that people don’t need to know what is going on because
systems will be so seamlessly interconnected and easy to use that they will “just
work.” However, as we observe, our activity in the everyday world depends critically
on our ability to examine and monitor it, and even people have difficulty inferring
each other’s intent. More particularly, several authors have noted the ways in which
interaction with ubiquitous systems raises a series of problems that go beyond the tra-
ditional problems of software systems usability.

Bellotti et al. [2002] discuss a number of issues that arise in sensor-based interac-
tive systems, including many ubiquitous computing applications. Their analysis com-
bines experience with a wide range of ubiquitous computing prototypes with observa-
tions from social science analysis, most particularly interaction analysis for inter-
personal interaction. They point out a series of ways in which the move from tradi-
tional GUI applications to ubiquitous computing systems interferes with mechanisms
that GUI designers have developed to help with interactional problems. In particular,
they point to the importance of questions such as “how do I know that the system is
doing the right thing?,” “how do I address one (or more) of many possible devices?,”
or “how do I effect a meaningful action?” as the basis of effective human-machine in-
teraction, and use examples to underscore the complexity of gaining adequate answers
to these questions in ubicomp context. Visibility — seeing opportunities for action, and
monitoring the system’s response to user actions — is at the heart of these concerns.

The particular area that motivates our interest here is control over privacy and in-
formation flows. It is regularly observed that ubiquitous computing applications often
put private information at risk, relying as they often do on long-term information cap-
ture and modelling, and on the transmission of information amongst different devices
that potentially belong to different administrative domains. Privacy has become an
important topic in networked systems in general, and in ubiquitous computing in par-
ticular [e.g. Jiang et al., 2002; Langheinrich, 2001], and the usability of privacy and
security technologies has become a topic of growing research attention [e.g. Zurko,
2005]. One strand of research in this area concerns the application of usability metrics
to software components designed to provide control over privacy and security; an-
other focuses on higher-level question of how people can act securely or understand
privacy in complex technological environments.

We believe that the problems outlined by Bellotti et al. are directly relevant to the
problems of privacy and information management in ubiquitous computing. In par-
ticular, we argue that those questions as fundamentally concerned with software ar-
chitecture as an interaction concern — that is, that user interaction needs to be organ-
ized around understandings of the structural arrangements of components that make
up the system. We introduce an approach to software architecture, based on computa-
tional reflection, which allows the dynamic configuration of a distributed system to be
reflected in the interface and to become a means of both introspection and control. We
illustrate this approach using an example concerning privacy in location-based sys-
tems.

The remainder of the paper is organized as follows. First, we review some related
work on both privacy and the relationship between architecture and interaction. Next,
we briefly introduce reflection, and the declarative approach to reflective middleware



that underlies our prototype. We then continue by presenting a case study using re-
flection to convey an awareness of privacy issues for end users. Following that, the
application of our approach to privacy is detailed with a description of the design and
implementation of a prototype system.

Background and Related Research

The classical approach to software system usability argues that the goal of interface
design is to create an interactional abstraction that hides the details of system imple-
mentation from the users of the system. From this perspective, the details of imple-
mentation are largely irrelevant to the user’s work, and presenting them in the inter-
face interferes with the efficient conduct of that working activity. So, a word
processor should abstract away from particular storage mechanisms and data repre-
sentations, in order to present an interactional model of the working task itself rather
than the means by which the task is being achieved.

However, in a range of domains, examples have arisen that question this basic ap-
proach. They suggest that, while user interfaces need to be designed in terms of task-
oriented accounts of system structure and function, these accounts may inevitably
have to reveal aspects of system implementation, because system implementation will
unavoidably become visible in the interface.

A classic example is provided by Greenberg and Marwood [1994] in their explora-
tion of synchronous collaborative editing. They analyse a range of consistency control
mechanisms for synchronous editing, and show the ways in which the details of these
mechanisms “bleed through” into the user interface. Strong locking, for instance, is
revealed in the interface when a user attempts to modify a section of the document
that is currently locked by another user. Transaction semantics are revealed in the in-
terface through the temporal properties of updates. Optimistic concurrency control
may reveal itself through roll-backs. Greenberg and Marwood convincingly demon-
strate that the implementation and the user interface cannot be entirely isolated from
each other.

In a related example, John and Bass [2001] describe how the choice of supporting
cancel in an application has wide implications for its software architecture. Cancel-
ling stops an action in progress and reverts its consequences. It must thus be sup-
ported by all components involved in executing that action, and arguably also require
new and specialized components [John and Bass, 2001].

Similar issues have been encountered in research into usable privacy and security.
While one strand of work in this area has attempted to apply usability metrics to
evaluate and potentially redesign existing software mechanisms for privacy (such as
password authentication [Adams et al., 1997], key exchange [Balfanz et al., 2004], or
email encryption [Whitten and Tygar, 1999]), an alternative approach has looked
more broadly at the ways in which people can “act securely.” The fundamental insight
here is that security and privacy cannot be defined absolutely; rather, they are rela-
tionships between needs and settings. In these cases, then, what is needed as a means
by which people make informed decisions about the consequences of their actions.
Like driving a car, this does not require a fully detailed understanding of the intricate
inner workings of the system (the internal combustion engine, computer-controlled



ignition timing, etc); rather, we take the view that, by becoming aware of the relation-
ship between action and response over time, people can learn how changes in their
behaviour result in changes in the system and its response, and so develop ways of re-
lating their needs to system action, and system action to consequences. In other
words, as in the cases described above, what we find here is that the internal arrange-
ments of system components, and the configuration of those components, is a relevant
piece of information in determining appropriate user action; “internal” properties of
the system are relevant to end users, rather than things that should be (entirely) shut
away. Erickson and Kellogg [2000] point to the importance of what they term “social
translucence” in helping people make technologies work appropriately; we argue here
for a form of technological translucence in which people can understand and assess
information systems.

Given the inherently distributed nature of ubiquitous computing applications, we
believe that some degree of infrastructure translucency can particularly be of value in
ubicomp applications. However, two particular problems emerge, from a technical
standpoint. The first is the wide range of components and circumstances that people
might encounter in the course of using a ubicomp system. The second is that these
components arise independently, being produced, deployed, and administered by dif-
ferent groups. In this case, ad hoc solutions to system translucence are unlikely to be
successful, and we need some more principled and systemic way of providing such
facilities. We have turned to computational reflection as a mechanism by which this
view into system internals can be provided.

Architectural Reflection

A reflective system is “a system which incorporates structures representing (aspects
of) itself. We call the sum of these structures the self-representation.” [Maes 1987, p.
148]. The self-representation can be causally connected with the system it represents,
such that changes in either the system or the model of it will cause a corresponding
change in the other.

Reflection has its origins in the artificial intelligence community, where it was pos-
ited as a mechanism by which systems might be able to reason about their own action
[Smith, 1982]. Incorporated into a version of the Lisp programming language, it was
adopted more generally as a way to allow programmers to build adaptable and flexi-
ble programming systems [Budd, 2002; Forman, 1995; Kiczales et al., 1991]. More
recently, reflective approaches have been used to provide related forms of flexibility
in domains such as database management [Klas and Schrefl, 1995; Tan et al. 2003;
Barga and Pu, 1996] or distributed systems [Stroud and Wo, 1995].

Of late, research has begun into architectural reflection, wherein the model a sys-
tem maintains of itself is a model of its runtime software architecture. This has been
successfully used to make toolkits, frameworks and middleware more flexible [Kon et
al., 2002; Capra et al., 2002; Blair et al., 2001; Dourish, 1998], or to make systems
more dependable by enabling self-repair [Oreizy et al., 1999; Dashofy et al., 2002;
Garlan et al., 2003; Garlan and Schmerl, 2004].



In going from reflection in programming languages and databases, over toolkits
and middleware onto to architectural reflection, we witness not only a change in the
functions reflection is used to accomplish, but also in the domain being reflected
about. So whereas reflection with metaclasses in an object oriented language is con-
cerned with representing the constructs—classes, objects, methods and so forth—used
to specify computation in these languages, architectural reflection is concerned with
representing systems.

Using reflection at the system level is most suitable for the purposes of concern in
this paper. Further, because the architectural level of abstraction is high, it leads mod-
els of relatively low complexity, and is concequently used by architects to communi-
cate with not only developers but also other stakeholders in a system. For these rea-
sons we built on recent work with architectural reflection in ubiquitous systems, and
used the Architecture Query Language (AQL) and evaluation engine [Ingstrup and
Hansen, 2005; Ingstrup, forthcoming] in our prototype. However before introducing
that, it is necessary to take a brief look at the concepts in terms of which a system’s
runtime architecture can be described.

Runtime Architecture Ontology

Structural aspects of architecture are described with concepts such as components,
connectors, and interfaces which by now are fairly well established in the software
architecture community. The particular model used in AQL is very similar to that of
the XADL architecture description language [Dashofy et al., 2005], and is illustrated
in figure 1. Below we describe each of the four concepts.
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Fig. 1. Ontology of runtime architecture.

The most widely accepted definition of a component is Szyperski’s: “A software
component is a unit of composition with contractually specified interfaces and explicit
context dependencies only. A software component can be deployed independently and
is subject to composition by third parties” [Szyperski, 1997]. However since we are
concerned with reflection, the term will in the remainder of this paper be taken to
mean runtime component, that is, an instance of running code which is created from a
deployed binary component.

Whereas components encapsulate computation, connectors encapsulate interaction
between components [Shaw, 1993]. When the term was first introduced there were no



units of deployment or source code to which it corresponded in a simple way!, and
connectors remain less obvious units of design than do components. However, re-
cently the use of first class connectors has been researched by e.g. providing language
support [Aldrich et al., 2003] and a formal basis for their semantics [Allen and Gar-
the for explicit connectors in the virtual machine is currently being experimented
with. Explicit connectors at the programmatic level is important to the purpose at
hand, because it enables reflection on them, which is required to understand how
components are connected.

Interfaces are the unit of association between components and connectors. They
have a direction specifying whether they are provided or required. When a component
uses a connector, it has a required interface and the connector an equivalent provided
one (or vice versa) to which it is bound. A binding is thus an association of an inter-
face on a component to an interface of opposite directionality (provided or required)
on a connector.

Architecture Query Language and Evaluation Engine

As reflection has been developed as a system design principle, and as it has been ap-
plied in different domains, a range of approaches have been explored for making re-
flection available. In the original 3-Lisp system, the interface to reflection was pri-
marily state-based (comprising the execution state of the interpreter) [Smith, 1982]. In
CLOS, an object-oriented interface — the “metaobject protocol” — was developed
[Kiczales et al., 1991].

A first concern is the level of abstraction of the interface. If it allows modifying the
system at too low a level it is far too easy to end up with an inconsistent system. On
the other hand, when retrieving information which is at too low a level of abstraction,
the information actually desired might not be there. Knowing, for instance, a complete
object-graph of a running system does not suffice to derive boundaries of the runtime
components without additional information. Therefore, if the goal as in our case is to
reason about a system’s architecture, the reflection-interface must support the archi-
tectural level abstraction. In applications of reflection seeking to increase adaptability
through reconfiguration, it is the architectural level of abstraction which as been most
successful, because components, by having only explicit dependencies, lend them-
selves to be reasoned about in a formal manner.

For ubiquitous systems, a reflective interface could suitably be declarative as ar-
gued by Ingstrup and Hansen [2005]. Their approach is to view the system as a dis-
tributed database of reflective information, which is then accessed declaratively by is-
suing queries expressing what reflective data to retrieve. The queries are expressed in
a dedicated Architecture Query Language, AQL, using the concepts with which run-
time architecture is described. To retrieve sufficient information to build, for instance,
a component and connector (C&C) diagram the following query would be issued:

! This is of course also true of similar concepts like component, object and function, which
were not ‘there’ either, until someone built them.
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SELECT cmid, cn.id
FROM Conponent: cm Connector:cn, Binding: bn
VWHERE bn. cnpi d==cm i d AND cn. i d==bn. cnni d

The result of evaluating such a query against a given system is a list of tuples, each
containing the objects specified in the SELECT-clause of the query. There would be a
tuple for each pair (component, connector) which are connected.

This declarative fashion of accessing the reflective information is suitable for
ubiquitous computing for a number of reasons. Firstly it allows a scheme where the
global reflective image is only retrieved to the extent necessary. This makes it more
efficient in its utilization of bandwidth than if such an image was stored centrally and
had to be synchronized for every change to the system configuration [Ingstrup, forth-
coming].

Secondly, the declarative nature of the interface ironically helps to keep its clients
separate from the organization of the underlying system, in the sense that their reli-
ance on assumptions about that organization must become explicit in the queries. This
helps further the separation between base level and the meta level of the system, and
as we will see with the prototype we have built, eases the development of generic
functionality.

Usability and Architectural Reflection

Architectural reflection, then, makes a structural description of a system’s architec-
ture (in our case, its run-time architecture) available to the system as an aspect of its
own state; AQL in particular provides a principled and structured manner by which
this representation can be examined and manipulated, and an abstraction the poten-
tially distributed state. As we have suggested, architectural reflection has been em-
ployed largely in support of systems design considerations such as flexibility, evolu-
tion, and robustness. However, the fundamental mechanism supporting reflection — a
representation of the system’s structure and activity that is available to that system —
is a means also to support translucent technological structures that are available to the
users of the system. The research question, then, is how an architectural description of
this sort can be incorporated into the user experience in such a way as to provide
meaningful and useful information relevant to end user activity.

The particular case that we have been exploring to help us answer these questions
is one that arose in the work of colleagues dealing with emergency response. Their
design efforts had been focused primarily on the ways in which emergency services
and first responders could make use of advanced technological infrastructures in order
to work more effectively and more safely. Our engagement with this work was around
the privacy questions that arise in such settings.

Privacy can be considered the claim of individuals, groups or organizations to de-
termine for themselves when, how and to what extent information about themselves is
communicated to others [Westin, 1967]. Exercising that claim is precluded by many
information systems today. Firstly because users have limited means with which to
become aware about how their information flows through the systems they use. Sec-
ondly, because, even if they had such awareness, the means with which they can con-



trol those information flows are very crude, often coming down to the choice of
whether to user the system or not.

As a specific example of the general approach laid out in the introduction, we have
built a prototype in which reflection is used to visualize the interaction between flows
of privacy-laden information on the one hand, and the user’s constraints on what to
disclose and how it can be used on the other hand. This section describes the proto-
type and the generic approach it incorporates, as well as how it is applied to an exam-
ple system.

Background and Motivation

The particular case that we have been investigating is drawn on ongoing research into
the use of advanced ubiquitous and sensor-based technologies for crisis management
and emergency response, in settings such as accidents and natural disasters. In these
cases, we are interested in how information technologies can enhance the work of the
emergency services, either by providing them with more effective means to coordi-
nate their own work, or new ways to understand the settings in which they will per-
form their work.

Consider the case of a fire. In many “high-tech” settings, the buildings in which a
fire might break out are ones saturated in technologies — mobile and desktop com-
puters, cell phones, motion detectors, etc. Can we take advantage of these technolo-
gies in order to provide fire services with an understanding of where people are in the
building, so that they can target their resources appropriately?

Our colleagues who have been working on these problems have been investigating
the use of location-based technologies to support situational awareness for first re-
sponders and those responsible for managing and coordinating emergency services.
Cell phones, for example, are potentially very valuable as sources of information
about people density in a building. Mobile phones can support a range of location
mechanisms including cell tower triangulation [Otsason et al., 2005], Bluetooth prox-
imity sensing, GPS location tracking, and, in the future, WiFi access point triangula-
tion. These different technologies have different characteristics, both in terms of the
underlying technologies and in terms of the potential privacy issues associated with
them. The question which we posed as part of this work was, how can the end users of
a location service of this sort understand and control the ways in which their informa-
tion might be being used?

Our approach is as follows. We employ architectural reflection to model the flows
of information through the system. We annotate a traditional model with information
about the kinds of information that each component requires and the sorts of service
that it can provide. In particular, we are concerned with the constraints on these ser-
vices and the relationship between, on the one hand, “quality of service” that the sys-
tem can provide and “quality of privacy” that a user might require. Since a single sys-
tem may support different needs (e.g. end user location services as well as situational
awareness applications for emergency responders), we find the architectural frame-
work useful as a way to understand the relationships between different requirements
and different services. What the architectural model can provide, then, is a series of
“knobs” by which users can control the forms of information that they might provide



to the system and hence the kinds of service that it might be able to provide in re-
sponse.

User Interface

A screen shot of the user interface of our prototype is shown in figure 2. It contains a
set of controls, and a visualization of the runtime architecture of our example system.

The three sliders at the top make up the knobs with which the user can specify the
following aspects of how his or her location may to be used:

— Location Precision. The precision with which the user’s location is disclosed.
When set to p, it is only guaranteed that the user is located somewhere within a cir-
cle of radius p centred at the given coordinates, which may be specified with any
accuracy (number of digits). Various techniques for randomization as a function of
p may be imagined to ensure that the given coordinates cannot be assumed as pre-
cise as they are accurate.

— Update Interval. The minimum time that must pass between two requests for the
user’s location.

— Storage Time. The maximum time a location may be stored.

In the diagram below the sliders, the small boxes represent connectors, and the bigger
ones components. Interfaces are not shown explicitly, but an edge between a compo-
nent and a connector represents a binding between an interface on that component and
one on that connector.

The system is a collection of components that depend on location and other pri-
vacy-laden properties to provide a service to the user, to an emergency control center
or to other components in the system. It consists of following components. A location
service with which the user manages his or her location information, and which en-
forces the user’s privacy settings. The location held by that service may come from
any source such as a GPS component on the user’s cell phone or laptop, or from a
phone company doing localisation by triangulation with cell phone towers. The con-
crete method of localisation could be used to constrain the range of e.g. location pre-
cision, but that is not implemented in the current prototype.

In order to illustrate the mechanisms at work, we include other services provided in
a location-based system, including a Friend Finder and a Route Planner. The Situation
Awareness service is one whose primary user is not the person carrying the device,
but rather the emergency service coordinator. It would serve a crisis management cen-
ter in case of a major incident, to help in e.g. determining how many persons are
within a given area of the emergency site (Person Counter), or provide a general map
of dispatched resources (Location Map).

Through this interface, users may experiment with how a change in the quality of
privacy [Tentori et al., 2005] they specify affects the quality of service provided to
them. To do so, users specify their required quality of privacy by stating e.g. the
maximum precision with which they allow their location to be known. Such a specifi-
cation imposes constraints on the flow of privacy-laden information in the system.
Given the constraints and a representation of the system obtained through reflection, it
is possible to compute which parts (components and connectors) of the system are af-



fected by a given change. Whenever a component either stops working or suffers a
decrease in the quality of service it can provide, due to the user’s changed settings,
that component turns red in the user interface. Users are thus able get an impression
of the effect of their changes.
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Fig. 2.The user interface of the prototype. The text box under the two rightmost sliders is a tool
tip text for the mouse pointer (not shown) over the middle slider.

Representing Quality of Privacy

Constraints on how privacy sensitive information can flow through the system are
represented as quality of privacy (QoP) specifications. A QoP specification of infor-
mation exchange specifies both what privacy-laden information is exchanged (e.g. lo-
cation), and what quality (e.g. precision) that information has. The reflective mirror of
each component or connector in our prototype includes a QoP specification. That is, it
specifies both what privacy-laden information is used and supplied, and the quality
with which that information is required or provided. Specifically, all this is repre-
sented at the granularity of interfaces on components and connectors. In the prototype
they are thus annotated with a specification of the required or provided quality of pri-
vacy. The distinction between provided and required corresponds to the direction of



the interface, i.e. whether the component/connector that it is part of requires or pro-
vides it.

The QoP specification in the prototype takes the form of a list of (property=value)
pairs. For example, (location-precision=100m) which, if the interface is provided,
tells that the particular component only provides information about a person’s loca-
tion down to 100 meters. If the interface is instead required, the (property=value)
specifies that the component must know the location with a precision no less than 100
meters in order to work properly.

When users change their settings, the values of the tree sliders are used to set the
privacy data on the outgoing interfaces on the Location Service. The quality of pri-
vacy information available to the Location Service is assumed high enough that the
information forwarded to other components is equal to that set by the user.

Determining Effects of a Change in QoP

Whenever the QoP settings are changed by a user, it is computed what privacy-laden
information can reach each component given the interconnection specified in the
component and connector (C&C) graph, and the privacy specifications on each com-
ponent and connector’s outgoing interfaces. Knowing what privacy-laden information
reaches each component, and of which quality, makes it a simple matter of compari-
son between available and required information to determine if a component or con-
nector is obstructed (and hence should be coloured red in the user interface).

The algorithm for computing the flow of information through the C&C graph is
optimistic; it assumes that each component forwards all information available to it,
less that which is forbidden by its outgoing (provided) interfaces. As an example as-
sume that a component C has a required interface /, annotated with (location-
precision=10m) and a provided one, /,, annotated with (location-precision=500m). If
the connector to which C is bound through /. provides location information with a
precision of 5 meters, then C is not obstructed by lack of location information of suf-
ficient quality. However, any connector bound to /, may not assume location informa-
tion retrieved through 1, to be of greater precision than 500 meters (though it might
still get higher quality information through other pathways between itself and the Lo-
cation Service in the C&C graph ).

So, referring to figure 2, even though the Situation Awareness component might
not be able to provide its service at the desired quality (in this case because it requires
an update interval of 5 minutes or less), this does not necessarily preclude the Loca-
tion Map component from functioning properly (having no requirement on the update
frequency) even though it depends on the Situation Awareness component.

The algorithm for computing which components and connectors are obstructed
given what information is available at the origin (the Location Service in the sample
system) is specified below. The input is the directed C&C graph, with one node per
component or connector, and one edge per binding. The direction of an edge is deter-
mined by the direction of the two interfaces associated by the binding it represents.

voi d conput eObstructed(Node origin, D Gaph g){
Fi f oQueue Q
Node current, target;
Edge e;



Privacybata from to, tnp;
current := origin;
for (nin g.nodes())
n.i Count := O;
QinsertLast(current);
while (current:=Q renmoveFirst()){
for(e in current. QutEdges()){
target := e.get Target Node();
from:= e.getFrom nterface().getPrivacyData();
to := e.getTolnterface().getPrivacyData();
tnp : = maxi mal quality;
t np. constrai nFron{current. get Avai | abl ePrvDat a() ;
t np. constrai nFron{fron;
target. set Avai | abl ePrvDat a(t np) :
if ('to.lessThan(tnp))
target.setCbstructed(true);
target.i Count ++;
if (target.i Count == target.inEdges)
QinsertLast(target);
}
}
}

Additional care is required if the C&C graph contains cycles, because the algorithm
relies on the body of the outer loop to make nodes available in the queue after compu-
tation of the contribution from all their ingoing edges in previous iterations. In the
presence of cycles, the flow through each edge can be computed repeatedly until a
stable state is reached.

Implementation Notes
The architecture of the prototype is shown in figure 3. It is implemented in Java, using
JDK 1.5.

The AQL Evaluation Engine supplies the architectural data about the system. In
the prototype that data is imported from an XML file in xADL format [Dashofy et al.,
2005]. It uses a schema that extends the core XADL language construct Interfaceln-
stance to specify a Privacylnterfacelnstance type which is annotated with privacy in-
formation in the form of a PrivacyData element. PrivacyData then contains Loca-
tionPrecision, UpdateFrequency, and StorageTime elements, each simply holding a
number.

The visualization component uses AQL to retrieve the architectural data on which
the visualization is based. When started, it issues the following query to the AQL
evaluation engine:

SELECT b.role, b.port, b.cnpid, b.cnnid, cmdescription

FROM Conponent:cm Binding: b

WHERE cm i d==b. cnpi d
This results in a list of tuples, each holding the set objects specified in the first line of
the query. There is a tuple for each binding, which is needed here. Note that the query
that was shown in the section on AQL cannot be used, since it only yields information
on which pairs of components and connectors are connected. To get the correct result
we need to take into account a// bindings between each component-connector pair.
The result of evaluating that query is then used to generate a graph in the format used
by the Prefuse graph visualization and interaction toolkit [Heer et al., 2005]. We tried



several different layout algorithms, and found the layout done by the DOT tool in the
Graphviz package [Gansner and North, 2000] to be most satisfactory.

Configuration
<proc. Call> + graph data

Visualization Prefuse
Query+result <proc. Call>

AQL E

Graph data <pipe>

<pipe> position

DOT/GraphViz
<ext. process>

Fig. 3. Architecture of the prototype system.

Discussion

We have focused on privacy as an area where technical translucence can be of espe-
cial value. Certainly, this is a critical consideration in a range of ubicomp systems.
Both the nature of these systems — ad hoc coalitions of distributed components that
cross administrative boundaries — and the challenges of effective privacy — situational
assessments of immediate need rather than normative distinctions between “private”
and “public” — lend themselves to this approach. However, we feel that this approach
has wider promise.

One area of current investigation is end-user customization and composition of
services. The diversity of settings into which ubicomp devices are deployed suggests
that we need to look beyond “static” approaches to design, and provide support for the
appropriation of interactive systems. Essentially, this suggests that “design” does not
end when a technology is deployed, but continues into use [Kyng and Henderson,
1991]. This is an argument that has been developed and explored deeply in the Par-
ticipatory Design community, but which we can also see very much at work in studies
of the adoption of mobile and ubiquitous systems [Ito and Okade, 2005].

These examples help speak to a common concern that arises when presenting this
work, which is the extent to which an approach of this sort requires that end users of
technical systems are required to understand internals that “ought” to be hidden from
view. We argue that this is to misconstrue the forms of invisibility appropriate for
ubicomp technologies. As in our example of driving a car, the invisibility of the en-
gine is not a literal invisibility, but rather a form of invisibility-in-use; that is, the in-
ternal operation of the engine and the mechanics of the car are “sunk into” everyday
practice. Similarly, the goal of our use of architectural reflection here is not to require
explicit meditations upon the internal structure of a system, but rather to allow the
system’s action to be perceptually linked to accounts of how it is that action came
about. What we see this approach as visualizing is not simply structure but rather op-
portunities for action.



Related and Future Work

The use of reflective architectures as a basis for interactive systems was first explored
by Dourish and colleagues [Dourish, 1995; Dourish et al., 1996], as an extension of
Rao’s application of reflection to user interface technologies [Rao, 1991]. Rao was
concerned principally with the software toolkits from which user interfaces and win-
dow systems were constructed, and used reflection as a means by which application
semantics could be used to customize window system operation, essentially revising
or augmenting architectural decisions made by system developers and hidden behind
traditional abstraction barriers. The approach described by Dourish et al. also uses re-
flection to render abstraction barriers translucent, but does so in order to reveal as-
pects of system operation to end users so that they can match the system’s behavior to
their immediate needs, and make informed assessments of the ways in which the sys-
tem is responding to their actions.

At the architectural level, computational reflection is primarily employed as a
means to provide technological flexibility, particularly in support of goals such as
flexibility, extensibility, and evolution. Here, however, we are following a different
path, using reflection as a means to provide a view onto the internal behavior of soft-
ware systems [Eisenberg, 1996]. From a user perspective, some have suggested using
related approaches in order to manage end-user adaptation [e.g. Randall, 2003]. Our
work is closer in spirit, perhaps, to that of people such as Vaghi et al [1999] who at-
tempt to make aspects of system-internal behaviors visible in the interface.

A number of researchers have suggested that privacy is potentially particularly
amenable to this approach. Good et al [2005] point to the importance of being able to
make informed decisions about information flow and information management in
everyday interaction, while Dhamija and Tygar [2005] explore the ways in which vis-
ual techniques can help to make potential phishing attacks visible to end users. In the
domain of ubiquitous computing, the problems of privacy are somewhat different, and
are related to the problems described by Bellotti et al [2005] — problems of making
sense of systems that are assembled from components and information flows that are
not apparent.

The details of the particular case examined here are motivated by real concerns. It
is drawn from an ongoing inquiry into technological support for emergency response,
in which the needs of first responders and situation controllers may differ from those
of the subjects of the system. Further, this particular case depends on people making
themselves available to the system just in case their information is needed, even
though most of the time it will not be. This is an interesting case for monitoring and
assessment, then. However, while motivated by these needs, the specific details we
have incorporated into our prototype are simply for the purposes of exploring the un-
derlying model and providing a compelling example. Our most important piece of fur-
ther work, then, is to scale this approach up to systems of greater complexity and to
develop a more accurate model of the privacy parameters and service requirements.
At the same time, we need also to determine whether the level of description is ade-
quate for the users of complex ubicomp applications. That said, we return to the ex-
ample of driving the car, and note that the sound of the engine and the feel of the
steering provide useful clues for drivers even when their model of the operation of
their car’s engine is either scant or downright wrong. Hybrid engines, computer-



controlled ignition, and other innovations in car engine design mean that the model
most drivers hold of their car’s operation is only loosely connected to its real behavior
— and yet, the model still provides an effective guide for interpretation of manifest
signals, when those signals are tightly coupled to the operation of the system. This
suggests that, as long as the reflective link maintains a connection between the sys-
tem’s behavior and the reflective representation, the accuracy of that model need not
be a constraint upon the adequacy of the representation as a tool for end-user intro-
spection.

In what we have presented here, we have explored questions of privacy and secu-
rity through architectural descriptions. While this has involved annotating architec-
tural models with information about information flows, our focus has been on those
aspects of privacy that are relevant to end users. Ren and Taylor [2005] present a
more comprehensive approach to the use of architectural description languages to
capture and reason about the security aspects of component-oriented systems. Their
concern differs from ours, in that they are concerned, first, with the internal properties
of software systems, and, second, with more detailed compositional properties of sys-
tems. One area to explore is the opportunities for bringing our interactional approach
to their more comprehensive descriptive model.

Conclusion

Although traditional interpretations of usability argue that implementation details
should be hidden from the end users of systems, repeated experience in different do-
mains has shown that this is an unrealistic goal. Particularly in the case of networked
and distributed systems, aspects of configuration always and inevitably show through,
if not directly then indirectly through breakdowns, failure modes, and temporal prop-
erties of systems. Designing as if this were not the case is at best limiting and at worst
delusional. Instead, we have taken another approach. Given that some aspects of sys-
tem configuration must inevitably become visible in the interface, can we take control
of this visibility and explicitly turn it to our advantage? This immediately raises two
questions. The first is, for what sorts of interactional experiences might one want to
make aspects of system structure and behavior visible? The second is, what mecha-
nisms can be provided to do this?

For the first, we have been focused here particularly on privacy assessment in
ubiquitous computing settings. In the cases we have been considering, privacy is ripe
for this sort of approach. Three properties make it so. The first is that privacy and se-
curity are properties of systems, not components; they must be understood as emer-
gent properties of the ways in which many components are assembled to form com-
plex wholes. The second is that privacy and security are not absolutes, but defined
relative to immediate needs. The third is that, in ubiquitous computing settings such
as those we have been describing, privacy and security typically cross administrative
boundaries and domains, making adequate assessment particularly difficult.

In answer to the second question, we have turned to architectural reflection. This is
motivated first by the fact that architectural descriptions of component interaction are
a natural level at which to describe information flows, and second by the fact that ar-



chitectural descriptions will often already exist as a product of the software develop-
ment process. Architectural reflection makes these descriptions an integral part of the
software system itself, so that they are available for introspection, examination and,
potentially, change. By augmenting an architectural description with annotations that
describe information requirements and available quality of service responses, we are
able to build systems in which the match between user requirements and system re-
quirements can be dynamically explored. The architectural description provides a
framework of “privacy controls.”

Our goal is not simply to allow people to “trade off” privacy against function;
while privacy is often thought of in those terms, we do not believe that such a reduc-
tion is straight-forward [Dourish and Anderson, in press]. What we do want to do,
though, is to allow people to explore the relationship between system behavior and
their own.

More broadly, we believe that architectural reflection can be extended beyond its
current applications to system infrastructure flexibility and adaptability. It can also
provide a “window” into system operation that allows users to assess them and to ob-
serve how the system responds to their own actions. By making ubiquitous environ-
ments legible, it helps us take important steps towards the problems of making sense
of sensing-based systems.
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